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Digital Signature Software and Hardware Requirements

Hardware Security Module (HSM) Requirements

The proposed HSM shall meet all the below features and specifications.

General Features

The HSM shall be a LAN-based appliance to ensure compatibility with existing
virtual infrastructure. PCl-based or USB-based HSM will not accepted.

Should be Luna Network HSM 7 (Luna Network HSMs S790 32 MB Memory) or
equivalent HSM with latest version

Secure key storage and processing

Extensive key management

2-factor authentication with smartcards

“m out of n”” authentication (e.g. 3 out of 5)

Configurable role-based access control and separation of functions
Multi-tenancy support

Remote management

Software simulator for evaluation and integration testing

Supported operating systems: Windows, Linux, Solaris, AlIXVirtual: VMware,
Hyper-V, Xen, KVM
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Multiple integrations with PKI applications, database encryption, etc.
19" 2U form factor

Dual Hot Swap Power Supplies

Multiple Roles for Administration

Load Balancing and Scalability

Power Consumption: 100W maximum, 84W typical

RJ45 Gb/s network interfaces

Operating Temperature: Operating 0° to 35°C, storage - 20° to 60°
CMTBF 90,000 hours at 25°

Security, safety, environmental compliance

FIPS 140-2 Level 3, Physical Security Level 4**
CE, FCC Class B

UL, IEC/EN 60950-1

CB certificate

RoHS I, WEEE

Cryptographic algorithms

RSA, DSA, ECDSA with NIST and Brain pool curves

DH, ECDH with NIST and Brain pool curves

AES, Triple-DES, DES

MAC, CMAC, HMAC

SHA-1, SHA2-Family, SHA3, RIPEMD

Hash-based deterministic random number generator (DRG.4 acc. AIS 31)

True random number generator (PTG.2 acc. AlS 31)

Up to 10,000 RSA or 6,000 ECDSA signing operations in bulk processing MOEe

Application programming interfaces (APIs)

PKCS#11
Java Cryptography Extension (JCE)
Microsoft Crypto API (CSP), Cryptography Next Generation (CNG) and SQL
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Extensible Key Management (SQLEKM), Cryptographic eXtended Services
Interface

REST API for administration for HSM

Digital Signature System Requirements

General System Requirements

The solution shall be a complete centralized digital signature solution (server/client
components, database/repository, administration console and SDKSs ...).

The solution shall be hosted on premise at MOE data center, on MOE servers/virtual
infrastructure.

The solution shall only support the integrating with the ( Kuwait National Mobile
ID APIs which developed and finished in MOE Servers and currently running in
MOE Systems which is provided by PACI according to signed Agreement since more
than 1 year ) and No need to include KMID Digital Signature and Authentication in
the Solutions

The solution must allow integration with different other systems within the same
environment

The solution must achieve the purpose of digital signature including:
o ldentity Authentication
o Data Integrity
o Non-Repudiation

The solution shall support the following data types:
o Document (PDF) Signing
o Transaction (XML) Signing

The solution must ensure following compliance
o Compliance with Kuwait National PKI provided by PACI
o Compliant with Kuwaiti e-Transaction Law (20/2014)
o Full compatibility with PACI Civil ID Smartcard

The solution shall support for card-less (i.e. Remote Signing). This shall be achieved
through the utilization of an HSM and a multi-factor authentication mechanism for
signature authorization including Password/PIN/OTP and Mobile based
authenticator.

The solution shall support batch and document signing (i.e. Automatic document
stamping)

o It shall provide an API for applying PKI-based digital stamp on PDF
documents

The solution shall support bulk document signing.

Integration with different application platforms including web-based applications,
Windows-based applications, tablet apps, mobile apps.
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All APIs Requested and provided for Integration should be provided and available on
both Restful and Soap Format

Integrations Should be supported for all Programming Languages (JAVA, c# Dot

NET, Python)

Sample codes for Java, Dot net, and Python should be provided and tested.

The solution shall be open and allow integration form existing Line-of-Business
(LOB) application regardless of their underlying technology/framework. As a
result, it is expected that the provided solution enables the following integration

scenarios:

o For Remote Signing, the consuming LOB application can be

A client Win Forms application

Desktop Applications

A client WPF application

A web client application (any browser on any OS including IE,
Chrome, Firefox, Safari, Opera)

A mobile/tablet web application

A mobile/tablet native app (i0S, Android)

The solution shall support industry-standard digital signature formats:

o PDF Document Signature Standard PAJES according to ETSI specification:

Following advanced signature levels shall be supported:
e B-Level (basic level)
e T-Level (with timestamp)
o LT-Level & LTV-Level (with verification data OCSP/CRL)
e LTA

o XML Signature Standard XAdES according to ETSI specification:

Following levels shall be supported
e XAdES-BES (Basic Electronic Signature)
XAdES-T (with timestamp)
XAdES-C (complete)
XAdES-X (extended)
XAdES-X-L (extended long-term)

The solution shall support:
o PDF & XML Counter-Signing (i.e. Multiple Signatures in a document)
o Long-Term signature validity through the inclusion of PKI validation data
such as OCSP (Online Certificate Status Protocol) and CRL (Certificate
Revocation List) (i.e. Online and Offline Validation).

The solution shall support the following PDF Signature Features:
o What You See Is What You Sign (WYSIWYS)

The solution shall have a built-in PDF document viewer with
navigation capability

43
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* The document viewer shall show the signature’s display image within
the PDF viewer

o Enable user to select signature display image
= Enable user to resize signature image
= Enable user to select location through an interactive Ul (Drag and
drop)
= Enable the user to save his Signature Image in Database related with
his ID and retrieve dynamically when he requests for signing

o Enable user to specify PDF signature Reason and Location
o Support Counter Signatures
o Built-in PDF document viewer and navigator

The solution shall support multiple Signature Profiles. The following features shall
be met

o Asignature profile shall allow defining the following signature configuration

= Allowed Client System ID
= Data format (PDF or XML)

= Target Timestamp Authority

= Preferred certificate verification method (CRL/OCSP)

The solution shall support PKI-based RFC3161 Timestamping. The solution shall be
fully compliant with PACI Kuwait National Timestamp Authority.

The solution shall provide a standard web-service based signature verification API.
The verification API shall meet the following features:
o Ability to verify digitally signed PDF or XML documents. In case the PDF
or XML document contains multiple (counter) signatures, the API shall
verify each included signature.

o Return a result set describing the details and verification results of each
embedded signature

o Perform a full signature verification process including by not limited to:

= Certificate trust (Chain Check)

= Time-stamp check

= Certificate revocation check (online or against offline verification
data, depending on signature level)

= Integrity check (i.e. signature to be verified against document
content)

= Embedded Certificate Verification Data Check

The solution shall provide a web based software with user interface to perform
verification Process by uploading the document and get result for the verification
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e The solution shall support at least the following crypto standards
o RSA (1K, 2K, 4K)
o SHA1/SHA256
o X.509

e The solution shall be deployed on both Production and Testing (Staging)
environments

e The solution shall store all configuration items, transaction data, and user
enrollment details in database. The solution must support MS SQL Server and Exa
Oracle Servers.

Remote Signing Requirements

A Remote Signing Module to enable MOE employees create digital signatures using their
business identities (business certificates) issued through MOE CA which is signed under the
MOE CA operated by PACI (i.e. using MOE MPKI account). The Remote Signing Module
shall allow employee sign documents and transactions securely and without the need for
smart card or token. User certificates’ signing keys shall be generated and secure using the
offered network based HSM.

e Basic Requirements for Remote Signing

o The solution shall support remote signing where user-certificate is held in the
backend on an HSM. The user certificate shall not be activated without
multi-factor (strong) authentication.

o Thesolution shall provide a means for users to get on-boarded into the system.
The onboarding process shall involve user registration, automated certificate
provisioning, and configuration of two-factor authentication token. The
proposed system shall provide a self-service registration application to drive
the on-boarding process (i.e. Enrollment System).

o The system shall ensure that no user can perform a remote signing operation
before a successful onboarding.

o The solution shall allow using remote signing and Mobile 1D signing at the
same time by a LOB application

o The solution shall integrate with the proposed HSM specified. The HSM shall
be utilized for the following tasks and internal processes:
= Generation of user certificate key-pairs. Key-pairs shall be
unreportable
= Storage of user certificate key-pairs
= Managing user-keys
= Using of user keys to sign data upon user authorization

e The system shall meet the following User-Enrollment features and specifications:
o User enrollment shall be a self-service through a web-based interface

o Dual control shall be implemented in the system. No user can enroll without
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system admin’s pre- and/or post- approval

o Before starting onboarding process, the user shall login (authenticate) to the
Enrollment System using an existing credential identity provider system at
MOE or any credential identity at MOE.

o The onboarding process shall be intuitive and easily drive the user in a wizard
like process.

o The user shall be able to provision a certificate once he is logged into the
Enrollment System

o The certificate provisioning process shall cover the followings:

Integration with the HSM to generate user-specific key-pair
onboard the HSM
Generate a certificate signing request based on the key-pair and user
data stored in the directory
Integrate with PACI PKI Web service to issue a signing certificate
for the user instantly, in an automated fashion, and without any
manual intervention or approval. The Enrollment System shall have
full support for PACI PKI Web Service APIs
The generated certificate shall be loaded into the user profile and
linked to his key-pair
The user should be able to define a second or third factor of
authentication to activate the certificate usage. At least the following
means shall be supported:

o Definition of a user-selected PIN code

e Pairing/Linking of a Mobile Authenticator App. The Mobile

Authenticator App requirements will be listed later

The addition of second factor of authentication shall require sending
and verification of an OTP to the user. OTP channel shall be email,
SMS, or both
Once the second factor is defined and linked, the provisioning process
shall be completed

o The Enrollment System shall allow system admin to manage the users and
user certificates (i.e. Certificate Lifecycle Management). Following
operations shall be supported:

Approve User

Delete User
Suspend/Reactivate Certificate
e This operation shall render the certificate

suspended/reactivated on PACI side through the integration
with PKI Web Service APIs
Revoke Certificate
e This operation shall render the certificate revoked on PACI
side through the integration with PKI Web Service APIs

e The proposed system shall meet the following features and specifications for Mobile
Authenticator App:

Olaida g Enani g dlua g Juiudii g s Ji g 188 (2024-2023/80/ a a ) ad A laall (3l g
46  <laglral) alii 3 ) dalad qu il g AGD g ALY acal) Al g g SSIY) A gil) all y



o The Authenticator App shall be used to secure remote signing certificate

o The Authenticator App shall be a native mobile app which is tightly coupled
with the signing solution and support both iOS and Android OS

o The Authenticator App shall support both Arabic and English

o The Authenticator App shall support the following operations
= Pairing with user-account on the digital signature solution
= Authorizing a signature operation
= Authorizing multiple signature operations
= Un-pairing from a user-account

o The Authenticator App shall support push notifications

o The Authenticator App shall support the following authorization process
= The Authenticator App receives a signature authorization request
from the remote signing system
= User accepts the request
= User confirms acceptance by either entering PIN code or Biometric
e Biometric can be Fingerprint or Facial depending on
device support
= Authenticator App sends authorization to remote signing system

o The Authenticator App shall be branded with MOE logo

e The proposed system shall allow signing PDF and XML document through remote
signing supporting all the previously defined signature levels

e The system shall not have restrictions on the number of users or number of integrated
LOB applications or no of transactions.

e Integrate the Digital Signature Solution with:

o Public Authority for Civil Information (PACI) PKI Services including
Certificate Authority, Registration Authority, Validation Authority,
Timestamping Authority.

o Integrating MOE Online and Mobile E-Services with the new Kuwait
National Mobile ID platform which is provided by PACI

o MOE Line of Business (LOB) Applications

Mobile ID Signing Requirements

a Mobile ID Signing Module which aims to create and collect document and transaction
signature from MOE External Users (public users) or business partners through PACI’s
Kuwait National Mobile ID App (s Gé=k3). Mobile 1D signing shall not be confused or
mixed with Remote signing which targets MOE employees and uses Business Digital IDs
rather than public Citizen Digital 1Ds. Following requirements shall be met by proposed
solution.

e The proposed solution shall allow MOE end-users to sign documents and transactions
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through Kuwait Mobile 1D application which is provided by the Public Authority for
Civil Information.

o The integration with Kuwait Mobile 1D shall be seamless

o The Mobile ID signing capability shall meet all core digital signature
capabilities required (PAdES, XAdES, Signature Levels)

integration and communication with PACI to achieve full integration with the Kuwait
Mobile ID integration gateway.

simple web-service API (both SOAP and REST) for MOE applications and eServices
to perform document and transaction signing through Kuwait Mobile ID

Standalone Signing Tool

The solution shall be delivered with a web-based application, A Signing Tool,
providing basic document signing capabilities

The signing tool shall be used to enable MOE sign PDF documents using Remote
Signing and/or External Signing (Mobile ID) away from existing LOB applications

The signing tool shall be intuitive and easy to use
Usage Requirements:

o The signing tool shall allow the user to upload one or more PDF documents
and sign them through Remote Signing,

o The signing tool shall allow the user to send uploaded documents to another
user to sign the documents

o The signing tool shall have an inbox feature to list all documents pending for
signing

The signing tool shall have a responsive Ul design. It shall work perfectly on mobile
browsers

The signing tool shall have a detailed audit log in the database to track all signing
requests and operations

The signing tool shall have MOE branding
The signing tool shall authenticate users against MOE Credential Identity

Other Software and Hardware Devices Requirements must be provssided:

1- API or Plugin can be integrated with JAVA and web Pages for moving the
signature image (drag and drop ) in the embed pdf file inside the web page (user
can move the signature by mouse or by touch on the web page to put whatever he
wants)

2- Kiosk Device for Activation Kuwait Mobile Id authentication and Digital
Signature — the Specs as the following section

3- Apple IPAD PRO M2 ship 2022 (10 or 12 inch) with Apple Pen

4- Samsung S23 Ultra with Pen 256GB
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5- Apple IPhone 15 Pro Max 256 GB

Kuwait Mobile ID Enrollment Kiosk Specification

Below is the specification details of the KIOSK Machine:

- KIOSK chassis made of mild steel with powder coating

- Personal Computer with Intel i7 Processor, 16GB Memory, 256GB SSD, Microsoft
Windows 10 Professional Edition

- Inch Touch LCD Monitor-19

- Metal Numeric Pinpad

- K Digital Camera with fully automated camera tilting mechanism4

- HID Fingerprint Module

- Gemalto CT30 USB Contact Smart Card Reader — Certified for Kuwaiti Civil ID
- MobilelD enrollment & Management system

- Biometric registration systems including

- Fingerprint scanning

- Face Verification Software including Anti Spoofing

- Watt USB Speaker-3

- V Cooling Fan with Air Filter220

- Door Locks

- Mobile ID Branding Design (can be customized to include MOE branding)
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