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1. Scope:
MOE is looking to procure additional protection to school and MOE areas and upgrade the
license.
2. Technical Requirements for the new required NGFWs:
. Compliant
# Requirements Remarks
(Yes / No)
The proposed solution General Requirements
1 The proposed NGFWs should be hardware appliance
based.
Required license details/features:
e |PS, Application Control, Advanced
Malware Protection and 10 Virtual Domains
2 for the new security infrastructure.
e |PS and Advanced Malware protection
license as an upgrade for the existing
security infrastructure.
Support and Maintenance type and period: 24x7 (3)
3 | years support of direct vendor support for all
Hardware appliances
4 Proposed NGFWs must be enterprise-grade and
designed for large campus and data centers
The proposed solution High Availability Requirements
1 The Firewall Appliances must be deployed for
Active/Active or Active/Passive failover architecture.
2 | The Firewalls must support clustering for at least 4.
The proposed solution Hardware / Physical Interfaces Requirements
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The firewalls should be based on a dedicated custom
ASIC-based standalone appliance which should
include:
e Content Processor that accelerates content
scanning activities
e Network Processors

Each Firewall Appliance must have at least the below
number of interfaces:

e 14 x 10 GE/ GE RJ45 Ports

e 14 x 25 GE SFP28 / 10 GE SFP+ / GE SFP Slots

e 4 x 100 GE Interfaces

e Management Port

e HAnterfaces

e Dual power supplies

e 2 TBonboard storage

Quantity of the total required Fiber Transceivers:
e 8 x 100GE QSFP28 (SR)

The proposed solution Minimum Performance Requirements

e Firewall Throughput: 120 Gbps

e |PS Throughput: 30 Gbps

e Threat Prevention/Protection Throughput =
25 Gbps

e Concurrent Sessions per second: 20 Million

e New Sessions per second: 1 Million

The proposed solution Firewall Features / Security Features

Simultaneous deployment in transparent and/or
routed mode.

Support dynamic routing protocols such as OSPF and
BGP.

Dynamic and static NAT.

Stateful fail-over/high availability.

Protocol inspection of all packets in all flows.

Ability to recognize and control a large range of
applications.

Ability to control sub-applications or specific

application functionality.
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Machine learning capabilities to prevent against

8
signatureless attacks.

9 | Ability to control applications by user or group.

10 Integrated site-to-site and remote access VPN
support.

11 | QOS and Rate limiting.

1 The ability to take packet captures on interfaces or
policies and being able to download them
Gateway deployments should support L2

13 (transparent) and L3 with High Availability topologies.
HA transitions should occur seamless with or without
STP and react or ignore physical link state.
IPv6 support should include Next Generation

14 | technologies such as IPS, Application Control and
Anti-Malware.

15 The Ability to edit the existing IPS rules as well as
creating new ones.

16 Ability to provide a holistic view for breach
detection.
The proposed system should be capable of creating

17 server load balancing settings with configurable
health probes using HTTP PORT, URLs, Matched
Content, Customized TCP Port, Ping Probes

The proposed solution Malware Detection & Remediation

1 | Retrospective notification on malicious file content.

5 Visibility and control of diverse file types at the
network layer.

3 | Real time malware detection

4 | Custom blacklisting of file types or individual files.
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Identification of "patient zero" for malware
outbreaks.

The solution should be capable to analysis & block TCP
and UDP protocols to identify attacks and malware

communications.

The proposed solution Integration, Validation and Automation requirements

The proposed firewalls shall have the ability
to interconnect discrete security solutions into an
integrated whole to detect, monitor, block, and
remediate attacks across the entire attack surface.
The solution should offer the following capabilities.

e A physical topology view that shows all
connected devices, including access layer
device and a logical topology view that show
information about the interfaces that each
device is connected to.

e In-built automation feature that pairs an
event trigger with one or more actions to
monitor the network and take the designated
actions when a threat or situation change is
detected.

The proposed system shall allow GUI configurations to
external services that includes:

e Public cloud providers - AWS, Microsoft
Azure, Google Cloud Platform (GCP), Oracle
Cloud Infrastructure (OCl) and AliCloud

e SDN platforms and private cloud hypervisors
- Kubernetes, VMware NSX, VMware ESKXi,
OpenStack, Cisco ACl and Nuage VSP

e |dentity Systems - Active Directory service,
RADIUS, NAC system, endpoint management
system

e External threat feeds: URL list, IP list, domain
name list and malware file hash

Support API for the integration with 3™ party
solutions

Full SNMP monitoring (Trap, MIB).

Supports STIX and TAXIl protocol for 3rd parties

Threat intelligence
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The principal vendor should be Leader in the Network

6
Firewalls latest Gartner Magic Quadrant report

; The principal vendor should Leader in the Enterprise
firewalls latest Forrester Wave Report

g Ability to fully automate tasks such as reports,

updates, backups, etc.

The proposed firewalls should join the existing
security fabric, MOE is looking to share the threat
9 | intelligence between the new and all the existing
firewalls to achieve the context awareness and
automation.

The proposed firewalls should be managed by the

10
existing firewalls management solution.

1 The proposed firewalls should be sending the logs for
the existing logging and Reporting solution.

3. Bill of Quantities (BOQ)

A Total
No. Description .
Quantities
1 | Next Generation Firewall Hardware 2
2 | 3 years 24x7 vendor support for the new proposed NGFWs 2
5 3 years Subscription for the new proposed NGFWs (as described in 5
the technical requirements)
4 | 8x100GE QSFP28 (SR) 8
. 3 years IPS Subscription (as described in the technical 5
requirements).
: 3 years Advanced Malware Protection Subscription (as described )
in the technical requirements)

(hliall A Aglan B gl (e g Lilua g Sl g S g 2,65 2025-2024 / 54/ pp A las @il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
45



. sllaall ;b lasddl el ualal) SHud) (2) 4By Babe

(Al pladd Pualad) CilaBlvadd (5550 b gzl S Al Balgli B ygu0 .1

(e plal) Co el e luo 9 8y loed (W88 (S Adll 3algli0ygue .2

2o A9 O el (galliang Croamg O 45N a5 (nEmy i) oG e (36 Byguo .3
() iy El 39 JBLaClg 28 9y Jgdel) (3 3AN Joadl L

s ) 1 7 yeield (5 - A 2 By 900 4

Lo s Ll Oy ooy (e Lo W1 (3951 53139 (0 B3l (ot Balg .5
s 3 naylw (19525 O (e rsilo ol

iy ol § 9u0 0 Jlas W Sl (B Pndalead D3I Oy .6

IMS- 50t gl Ll IS S nsw yLadl £ 9o ol NS Ladl Jlae W1 39 (3 (oD (3l .7
3 ol 392all (56 5 ) 009 nna g Oolu o 91 Silicad 91 S99 ricnndo Wl (el
e\ uaded) Sl g JUS- LIl @5 (S 39l

9l Ayl Belass (Se (1S Lgae Jaland) yleceld B il (pe il Oilalgl .8
A Blazd (@Eel 350 Sl (5B rasnsa 3l

3193 ylaedf Joudoed Jgdomy e poliadl ROLES 4y e g slall Jodo alss .9
wyled!) 350 Y g

39 (el 10

i )Ll £ 9ud g o lBed) SIS (3) @d) Sale

s 31331383 (3239 g gl i B Al (0 Ol ellaallpiiapiils @
% g Ol 00 49 (38w o el (1 Slautut Trolad) DB loall (535 ) 3lgaetl /
03 e A guplaald 3azes
rgnlell (e czmy @
ey Lall B39l Jolo ygu0 ol CD (e die p Gl (o pall (oo e 1265 ©
ropllae B39 (ne 339 Lo 1 () RBLD) gl day
e ddlly uyleeld IWIg odd) (o ally cllaall e Dreddll BB gH Jumeul ©
all puly didl 0259 (S ol £ 95 Ade (9o Ll (B CDesd Sl
Aol
Aol oo Jusog 0alelie b il Sl 52l (o gwylall slaliel Balgs ©
O3 Ol il s (rwwylal) Jome 53¢>-Mhighest level of partnership
Sl Wy cllaad) @aadD )0 b a0y oyl (Wi gl oo

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
46



29  03lelel Balgly QU daddin W) Jlome Juo s Ul slalel
Al B deay el Lo (S A adeads gl p i O

s i) 3t )N (4 @B) 5300

JlacH (oo (el y il poddin Oleuwdally (oluall Sie IS 35N uyledl il -

N IS Ll 5 1 oLty
0 A1 (e el oyl (il plg ) sld oluaall e go SIS~ yoay il pdiy -
2 5 N

(i) A5 dlan 5 gl laay Alua g Julilg S Jig 10575 2025-2024 /54 / o p Aualas Gl
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
47



(4) ey bt}
€ deidied| A ZOGd

(i) A5 dlan 5 gl laay Alua g Julilg S Jig 10575 2025-2024 /54 / o p Aualas Gl
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
48



Slabid| i o 53] (bnng el i) i 519 3061 i
el sadl wuadilg (Areas and schools firewall) giylably dustweladd]
il el (guiid

2025-2024 : et | 54 | @ 0 iy et sk (285 g0 il

................................. ply Aball
‘\S.wdﬁ % LLAA 3}9; Ol g :ULUAJ Juidlg S S g .A.UJS AL g ga
aiig (Areas and schools firewall) cusiially dsasdail)  ghliall
il g L“,.@ﬂ\\g (A} as ol
A ererenene s ale ... TV s s .. : o b Al
L Aad) léial) aBald) al )
(oinl
...................... [asad) Letiag g i g8 A gy oocrcesrerenesnennenens =1
.......................................................................... Aduay
........................................................................ 4 gie
djhll) ey
(dfi\
v L)
......................... PRV L PV IV X | PUA [y KVVUA R
........................................................................... Addeay
5.7 T dakd ... : ddhia ; 4Aigie
Cugsll ¢ gl Oleiadl .. Jer | R dagudl) / Asall

(Bhlial) il dlan 3 gl (e g Adlua g Sl g uS g 455 2025-2024 / 54/ pp A jlas 3l
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
49



cijhll) & gam o/ pam 9

€ el
2025-2024 : A/ 54 / aa:abydlaall oo N Y) & dua
dpaglatl) (ghalial) ASpdd dlan 3¢ Jidly s g w8 Jesly alAl
Liibua g Leale cuyaillg (Areas and schools firewall) (el
Jae YL ALl 5 sSial) Ao jlaal) & glary ALY Cihal) 2l g Lgilada g
%u}'\g Z\.quMJ\ Slgl ja) Uj Y uﬂ\ z\.@AJ\ Ciald Cua g cl.eal\ bl

,,,,,,,,,,,,, (dJ e laaly ‘_,.\l.d\ LJJH\ Cra eM\ g Uanl) UJ; MJM\
uJ; sliig . e @.Ju‘ Aleliall
R e s ) LS qua gay a il g o oSl 500 Anal ja -

mw@u\u#\&ﬁMJM\M}uJQMM\ O gt 483 ga -
............. P IS e ¢ A 4GS
‘_,Luu.bu.\eﬂ\uumdm\z\ym

(1) dae
€ il |

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
50



2025-2024/54 / p a ¢ a8 A jlaall Gy 9 Goleal) gl iny
ALY Ja g ) 3ata g daldld) g dalad) Ja g pd) dud S (pe dale culaidif Lag
adiall slaall g zzilailly (3adlall g <l ) BY) 9 48l ciliial) gall g o g pdl) g
138 a1 300 ¥ 15 Ja O el G Adalilal) i) A8S g SKY) G lat) (1
A YlaSa g Laata g dbal)

(2) o0k
Jhousdl Gl »

Al Abas B¢l Jidly @SSy sk AU Gkl a3
Gal) Jaa (Areas and schools firewall) ou_lsall s Asaglail)  ghaliall
Al cilialgally bagpdll Wi lgilady Wgiiluay gale quuaillg
S L) JLall aSal) Cilatiia B Lgnle (o gualall

(3) dae
S| e
hid) & ..., 080 g lidia AU il ady oy Jg¥1 il & 3L
Aald (9SSl Lieeeeeenenerereesssssssenenesesssssenen =N
Apaylail) ghalial) AS il dlan B jgal Sy QS fig o
Gl g dBal) Jae (Areas and schools firewall) cu )2l g

G s B gl (a galall da g pidl Bud Lgilada g giilua  gale
,Adal)

(4) dake
{ dadl b

Sl 3 ) gl gadl) o g dad g f U (e T (g 36) Siad) 5
A laall Laldld) Ja g il

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
Gl g AR g Al asal) iy (Area and school firewall) guuaall g dsaslail)
51



(5) 00k
Jbouillg dilmall 8au
Ghlial) dGdl Glaa 3jgal Ghad 5 dlpay AU i) o 5l
baal ialf 138 Jaw (Areas and schools firewall) o )sal s 4addet)
+ A jlaall Lalil) o g piilly Manadls 3 ) g1 gadl) o 51 e 33

(6) dake
(onibul | e il

(da..) ooty lalse Lilgd Uinald i) aigi Jib SUY i jhal) 038
N sl o e Glad el G gay

Jgrdall g b cMU&AY\M\QA(%ZO) &ﬁ\yd\g}’\ A yhall @LASJ
. O] (ADE) Baay dbad) 28 plgni) day La ) 6 sl C g (e

(7 ) dake

{ wilolypdl ¥

Gl Albay Lale (o guaial) ClllEal) cha g (AU G lall Qi) 1)

Lde (adiall Saal) MR Lgia o ja of ApaBlail) Adla) Jil) bt 3 AL gf Sl

aldl) bag aly Sawall gile (o gaiall dal gl Ade adgl calally
A laall

(8) dake
{ Hladll plagl! »

&g Lagd 1 ida Ul ga il 138 jasay 351 611 o) giad) iy (B el 0

(59 ool 53R W T ABS Al Agle o 5 (Al sl pall g ity bl
?SMJLU\SJi;ﬂ u’)d\ Jdad) ddde oty 4d) gl bl aaf s Adla
DS Y) asan el BICECIRRYY aly allag cuaall o gially J ga gl

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
Gl g AR g Al asal) iy (Area and school firewall) guuaall g dsaslail)
52



dania dally 3l gl Ol siall Jo Add) Ju i Al cBlul jally cildilall g
A oiLaN La U 481t daila g 4B 8 31U
(9) daw
€ G| o) Gouildl
Oldy 2016 4ud 49 a8, G4l alSa] Sl A o (g
4085 diaiN g 2019 Al (74) Ay G Jarall dalal) ciliablial)
2017 4id 30 a8 a guusally 3 alall
(10 ) dake
{ el ild uilgidls olddl
al 3N AEN Gl e cdbadl e B ald paiddld B el Led
Aall cld cygsll Adga A 4y ludl <l )8l il slll g (il g8l avan
(11 ) dake
{ oabaill yalaid il »
S o e gl dde Lady 38 £ 135 sl g ccuy o€ Al ga B hal) 138 o )
Agh Juallly 4 51 aSlaal) QAT o yuaudl
(12 ) dake
{ S| G »
Jarll Y Gijhll Biaa) cullu fwd (5) oa el 13 A

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
53



] 12 iyl 3G et b0 (o] g

(Gl il JsY) <alal)

o~ «”

P EWA| . Al

& &Rl O sha

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
54



2okoutd]

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il

35

il g AR 5 ALY acal) iy (Area and school firewall) ouotsall g dsaglasl)



€ iligual] gu e

aakal g Zaguud| casenil i
o2 soad) iy giga | (123)
0 slaall Zipa 73 ga (2-5)
o slaall ¢ gina 73 ga (3-5)
© S el 3| (475)
06 Sl il 23 g (5-5)
o SR e ety sl e (679)
N (1) s g )

(hliall A Aglan B gl (e g Lilua g Sl g S g 2,65 2025-2024 / 54/ pp A las @il

il g AR 5 ALY acal) iy (Area and school firewall) ouotsall g dsaglasl)



(1-5) ditusigdl
G0 | ke ) il 2 gui)

.............................................................................................. D ((oted) [ paBliall ) s
errree et EOB TAakd L s Al 1 puledl [ (ailiall) ub-n‘—

................... S Ty N | K VoL P | T N SRR OOV [ I TON
................................ Y P R U VX | B I SRR PR TR 0\ B P

.......................................................................................................... D Iy 3 )

(MJLAAM/MLIAM)(‘.\BJ .

............................................................. D (el [ sl ) pad il 85 aasall i)
................................................................................................................................. L
................................................................. bl cboailiall (5385l Sleal) s Junndll 3, @
................................................................... el lailiall (6580 Sleall sl dsmll g 5 0
ol O Gladd ada O e OV 5lia 22 O W O

Aas gia 5 B e Gle g e O
+ Al leaiiall (5 385 Sheadl 53 Jimedll AnSla
D (ams ) ) el lailiall 5 38l leadl (o) Caiatl 4 5 Jlns

sy Clatie A8 g g dagaia oMo 5 ) sSaall bl ol olial @i sall U 81 @

DSl paidl e

........................ D (Aolead) [ dailiall ) Slatiue o) pd Juad 28 O v S 2¥) O
................... D oaildl 2 O /] DEOEN O e &85 O

odle | il Bay'gall Cilativiall o pdialf plnal) g 488 ) g 3 gaill 138 Adaas (( Gubaall [ galliall ) 1 o g

(abbiall Aedd laa 5 jgal UMJZJMJMJHJS)SJ 3,592025-2024 /54 / ap A jas @il
Gl g A8 g Al sl auili g (Area and school firewall) s )aall g dastadl)
57



(2—35) iumigdl
{ skand) dhuwd gagu )

2025-2024 /54 /o p 1 a8 A laall slae dipa
Apaglal) ghliall Al dilan 3¢l ey Alay Jidly GuS g )58 1Lgs gua g4
Gl g (ARl g ALl acal) aialiy (Areas and schools firewall) galsallg

dp 5,059 Agad
(88 53 g oo | Ausall A jlaal) il aiinal ALalid A 4y Liad sy sLial (yad gall (il
1Al 2gati L of (e g Bada o g ALl g Lgw sla L o
Areas ) o lsall g dpadatl) ghiiall A dl dlas 8 gl Jady cus fig 2,65 -1
Salli ghua g 3 ANl g A jlaall @i 54; 4 5lkall (and schools firewall
(PLYL) 0028 (Alaa) flia a5 elll g Lgilasda g Lgiilma g gl il g (340 ol
D Y T PO X (sl o g alua i d o ...
Ao (i Al g dsal) 13gd A8 Abuadil) Jlacl) g Alal) Gl adly il jally g g
o) R laka Bal) D850 Adlan) Baa DA 4 plhaall (lanal) / <Y/ 8 3gaY)
Alically 3 ) ¥ gadll o eUandl () s Baa J) b (abead) 2l 8 Al Aagllly ol 1Y) 22
Ao jlaal) (3109 (1 (1) pd)
plad] (o LIRS aa) g dpe jilly UjUad a3 e daladl dgad) pa dBladl) sl o) alad) -3
Ciladliall ¢ gild alSaly 885 Aplucal)l G ghon Lala G Glaud) Bladl) ciel )

Aalaldl
Ao jlaal) 35 cpa a0 Y 18 ddual) oy 2l 4
dad/laz el B 9@ A S U ..., Aoy AV cpalil) 4 3Bj0 -5
Ful a gy (90) B2l plla e, i e ila . D ad) Giaa
algUanld L.i..ul.za u'aé
................................................................. o baal) ad
................................................................. Gl
................................................................. =)

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
58



(35 ) el
 slland| ibiguag Zagwd ¥

A Ciliall 8 dadial) cilatical) aran Ghad (38 Zigadl) eda ulaall Lo
. dilac u.b“ ‘gﬁ
2025-2024 /54 /aa i aby A as
Aaglatl) glalial) ASpdl dlan 3 gl laca g dilua g Jhllig S fig i s g puga
Gl g (ARl g (ALl acal) analiy (Areas and schools firewall) galsallg

&l
wilaa Yo 0 S| ki | ot}
Skl

(Bhlial) il dlan 3 gl (e g Adlua g Sl g uS g 455 2025-2024 / 54/ pp A jlas 3l
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
59



(4-5) duaigdl
{ o8I ool Zagws 3

s ady (Bhaa dldi [ Glada el

QU 138 i gay AT Cpanai Ll aSadlely G iy
pby ilia latd) S 008 Alia A L eccesennenneneseaeassesaens /8.3l
Joa s ady A laall Gl AV Gualil) o8 iy (LigS 13U Loeieeeeeeeessensenessenens

dlaa B gl laday Lilpay Jadiy uS fig g 1 — dualdlly 2025-2024 / 54
Al asll aifi g (Areas and schools firewall) oulaall g dsasheit) ghalial) d$uid
AelaY plany ) gkl Cpdll g cu paill g A8l

g Uanl) iy Uaa (b gy JU (ya La gy Gt Bl J grdall (5l Cppalil) 138 yciny

oal i) gl 93 ssSdall faall JalS aSld (el Jgf die oS el pdad oy g

(Bhlial) il dlan 3 gl (e g Adlua g Sl g uS g 455 2025-2024 / 54/ pp A jlas 3l
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
60



(5-5) dueigdl
{ guibed] o bl Zagua ¥

) 138 i g9 AT panal Ll aSadle by G i
oy dlia Jadl) a6 8 Al LS L eennnnennnnennnennenene /33l
A o) 1N (Ll Gladal) Gildad ol i g (L g8 13U Lo ovecsesecsesssesessenensensesesenns
L8 Aaldll 9 2025-2024: Al / 54 /a a : ad) A jlaall B 50 s JlasY)
(Areas gl g dpaglail) (hliall A5 dlas B gl Glasa g dluay iy S iy
s Sy (Al g il g B g (Al asal) anali gand schools firewall)

Bliaa Sial) 1a35 300 J) gh g o gal) 138 Cpa &%) gmial) (g jles 138 (lasdal) e yiny
Auhadl) aSiB8) ga (93 B ) 9S3all Baall DA AdlRL) g Vg 4 Y gana JBug gl (....) Lo
Al

oal sl ) al g gSiall duall JalS aStd (e ull J i dis oS jaY pdad oy 2ga
Balual) S8 (e

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
61



(6—5) dimadl
olabadl G0 gulasob! Zagu

A Oty g () GBI e (sl slandy RS A adhy o 3 eall o
(Areas and schools firewall) s taall s dsaslai ghalial) dSpdd djlas 8 jga) 3 5 5
Ldall) G i) pans (e slanl) Gl (685 0 uan g colial Gapall gadl) o Lgade dBlaial)
CilpUant) Al g3 3 i oL Ada adlall plaally A jaall adl gAY Aalall dgadl & (1a
AR Y dulaall Cilg) ya) B A dgall cpe dau il S g

M\ﬁm;ﬂu"i%yﬂﬁugidﬁ\,ﬂ\@dJﬁgiAl.a.ﬁu\gﬁéd\z\.nw\z\.gA.ﬂJ
Lgte ol 30 o) Al glea A Y o i 0 (ugag B (e By (i B oy cuthg

.............................................................................. .u»S\é

........................................................................................ N s

.............................................................................. .wS\-""

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
62



(75 ) dimaigdl
(1) ey 5 i) gaguu

2025-2024 /54 /a o : ady A jlaa
Apaplail) ghalial) ASpdd dlan 8 jga) Ailua g Jaiudil g S g )65 A jlan 1 g puaga
Guuaill g A8 g A8 asal) asaliy (Areas and schools firewall) guulaall g

S AR sl o) g A jlaal) il g (39 aran Ao Unth) Ll olaf ¢y gal) ol i
: b ey gl y C.D. Axaall (el Y ABS paia B3 ) g1)

slae dipa 8 Saaaall Llleay) dagilly Al (2 plly Llualil jlad) o
o jlaal) il aiiona g (3l g ABLSY ALY Al A1) day o UL (e Aadial) Ao jlaal)
¥y il g paall LIS Jadi Jaud) oda g cdaatall yal BY) o Al g 4 g
Jues ¥l d8S; ALAL Clafiwall A lgale (o guaiall cilillially cila) i) d8S
Clatiney g Lasy Jast) dagll Ao Lgdg pdd 5 duslaal) cun oy 4 sthaall
Ao jlaall

BN o o) g ULE (1 Lgiiat o glhaal) cila glral) g bl gaan dlas g A o
bg ) g L jpay daadall Gal B Crada Baiell o) 4Bl claiiuallg
Jas (b Lida auny alady clgilallaia g (385 Layg duujlaal) (315 Adsaall 48, sy
A8 D CMA i La 1) g el g (3G 6N Al (a gual g O pantaa o Jasal o
Sl o i) g sUanl) Magiaa) A jlaal) il o) 58 Al dgall 3ay

il aticaal) g (33 1) o UL e Lgiiad a3 ) cila glaall g cililad) ¢y COSGAS 22 5 13
du.JLL\.M cmwz\aﬁd\jz\ydd\ uabé;i\u-k‘— SJJUS\&&AZUJGAZ\:@JJS\
Slaly o e 5 slal) sagi) b A jlaal) g o) 55 A dgal

-1

-2

-3

Ghbial) A8l Alaa 5 jgal Glada g Lilwa g Jubdi g S g 20 55 2025-2024 /54 / a p A jlaa 3l
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)

63



(6) iy uimimaid|
{ oW

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il

64

il g AR 5 ALY acal) iy (Area and school firewall) ouotsall g dsaglasl)



(1 - 6 et}
{ i@ 29 yuuad| Gdo

Gllial) ASual dglan 5 gl Glada g Lilua g Jabdil g uS g )9 2025-2024 /54 / a p A laa il

65

il g AR 5 ALY acal) iy (Area and school firewall) ouotsall g dsaglasl)



i b | 109 yusid | Gk mm (1-6) et | o Gy i yun
( 2025-2024 /54 /a &) @b 4o jlaall

ou el g Aganlail) glaliall ASadd djlas B gl (lana g Aibua g Jibdi g S i g )
i) g AR g A8l asal) anall g (Areas and schools firewall)

A8 el & guim 9 3alall 8
diadall
79 (Aaladl o il 22) a8 ) aitualls (9) A8 Balall (i Cads (1) 33
79 (Aalall gyl - 2) &8 ditually (10) p3) 33kl i o3 (2) 33k
72 (Aaladl oy il - 2) a8 ) ol (29) A8 3alall Gl Jaaad (3) 33k

66

Ghbial) A8l Alaa 5 jgal Glada g Lilwa g Jubdi g S g 20 55 2025-2024 /54 / a p A jlaa 3l
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)




i) 2 el | Gy m (16 il

(2025 - 2024/ 54 /p 2) o5 dus jladl

Oy ailmay Juiig ety eyl dei)hoo
goidd] sadl guadig (Areas and schools firewall ) guhably iowsbacd] Glabil| iSuial ddbon 530021
el yidil§ guiicidlg

A.uﬂ\ua‘gﬂ\ M\A‘Jﬁ"u-‘;ué.uuls‘5£\Jmu\b‘9ﬂ‘(2)?5)“1&(9)?{)04&‘udduh
hM\.\&@b@!wd‘.’N\u&:(% )MUJGij\weud!@d\wﬂ\dmu!uuhw\em
ML) Ll el e 8 g o cplialal) Cpaa jlaall (e Aadial) Adlall iy Uaal) b a3y o)

-
i At calha 2 ad. Aala

walall Bg il (2) @iy ddieibli (10) oy Salt

.h&.mem.'\d:\:\hﬂalaé"&uﬂgu&sﬂ\s&a&‘b\gﬂ\ (Z)eéjMU(lo)eﬁJséw\uasdh
M\‘)AJ)!-“ u&uu\um\ﬁm\ﬁm‘gwiduﬁw

Lels Sl 4 gial) Aoyl ﬁ,@\ s .
il (2 )

(% ....) 1
(% ....) 2
(% ....) 3
(% ....) 4
(% ....) 5
(% ....) 6
(% ....) 7
(% ....) 8
(% ....) ]

dladl Bg i (2) gy debmatlle (29) g Salbi gad Judad (3) @y Babo

nd

1 AN alll o muad daldl) Jag ydll (2) ad aliwall (e (29) pd Sl pai Jiry
1A g qua o Gladall g Alual) 3 sl Al acal) g JUae ) #Sla)

priority Critical (P1) Serious (p2) Non-Critical (p3)
Criticality Critical maintenance Serious Maintenance Non-Critical Maintenance
request Request Request

(hliall A Aglan B gl (e g Lilua g Sl g S g 2,65 2025-2024 / 54/ pp A las @il
) g AR g Al asal) anaig (Area and school firewall) csolaall g dalait)
67



Description Failure of an Application Incident Affecting Supply Request, Upgrade,
or Hardware, Incident Normal User... Patches
Affecting Management,
central Software...
Response Time 30 Minutes 2 Hours 4 Hours
Acknowledge
Request

Onsite Engineer 2 Hours 8 Hours 2 Business Days
Escalate to next 4 Hours 24 Hours

level

5 Business Days

Service coverage

The operating and support hours shall be 24x7x365

Quality
assurance

A Random selection of 10% of daily Incident supported by Helpdesk will be
followed on the following working day as QA incidents.
A Root Cause Analysis Report will be generated per incident.
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3 years Subscription for the new
5 proposed NGFWs (as described in the | 2-2
technical requirements)
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in the technical requirements).
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3 years Advanced Malware Protection
Subscription (as described in the 4-2
) technical requirements)
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